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SUBJECT: SECURITY OF IMPROVED HAWK FIRING RANGES 
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REF: A) USNATO 3599 DTG 07 1 1 00Z JUL 75 

B) STATE 215410 DTG 102104Z SEP 75 


DURING MEETINGS OF THE HAWK EUROPEAN LIMITED IMPROVEMENT 
PROGRAM (HELIP) TECHNICAL COMMITTEE AND NATO HAWK PRODUCTION 
LOGISTICS ORGANIZATION BOARD OF DIRECTORS (NHPLO BOD) 
SCHEDULED IN SEP AND OCT, DISCUSSIONS ARE EXPECTED WHICH 
WILL LEAD TO A NHPLO DECISION ON RANGES FOR IMPROVED HAWK 
(IH) LOT ACCEPTANCE FIRINGS. DURING THE MAY AND JUNE BOD 
MEETINGS THE US POSITION ON RANGE SECURITY BECAME A MATTER 
OF CONCERN (REF A). 

2. FIRING 

RANGE SECURITY FOR IH AND OTHER CLASSIFIED 
MISSILE SYSTEMS IS A MATTER WHICH IN OUR VIEW SHOULD BE 
ADDRESSED ON A WORLDWIDE BASIS. WE BELIEVE THAT APPROPRIATE 
SECURITY MEASURES OR PRECAUTIONS FOR IH CAN BE IMPLEMENTED 
AT MOST RANGES AT COSTS WHICH WILL PROBABLY NOT VARY WIDELY 
AMONG RANGES. THEREFORE, NHPLO SHOULD BE ENCOURAGED TO 
MAKE ITS DECISION ON LOCATION OF LOT ACCEPTANCE FIRINGS ON 
THE BASIS OF COST AND TECHNICAL DATA NOW AVAILABLE WITHOUT 

INTRODUCING THE RANGE SECURITY ISSUE AS A MAJOR CONSI- 
DERATION. 

3. FOLLOWING IS A STATEMENT OF THE US POSITION ON THIS 
SUBJECT FOR OFFICIAL TRANSMISSION TO THE HELIP TECHNICAL 
COMMITTEE AND NHPLO BOD: 

A) IN MAY 74, THE US ARMY AUDIT AGENCY, AS PART OF A 

WORLDWIDE AUDIT OF THE IH SYSTEM, RAISED THE QUESTION 
WHETHER ANNUAL SERVICE PRACTICE (ASP) FIRINGS AT THE NATO 
MISSILE FIRING INSTALLATION (NAMFI), CRETE, GREECE, COULD 
RESULT IN COMPROMISE OF CRITICAL CLASSIFIED FEATURES OF 
THE SYSTEM BY EXPOSURE TO SHIPBORNE MONITORS. 

REVIEW 

AND COMMENT BY VARIOUS ARMY AGENCIES INDICATED THAT 
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THERE WAS SUCH A RISKAND A SET OF CONSTRAINTS CONSI- 
DERED APPROPRIATE FOR ASP FIRINGS AT NAMFI WAS DEVELOPED. 

B) ON 21 NOV 74, THE PROPOSED CONSTRAINTS WERE FORWARDED 
TO USAREUR FOR COMMENTS AND RECOMMENDATIONS. USAREUR 
RESPONDED ON 23 JAN 75 THAT, BASED ON INFORMATION RECEIVED 
FROM NAMFI, THE RECOMMENDED CONSTRAINTS WERE BEING IMPLE- 
MENTED. THIS WAS A UNILATERAL DECISION CONCERNING US 
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ARMY ASP FIRINGS AT NAMFI. 

C) SUBSEQUENT TO THIS DECISION, NHPLO HAS BECOME CON- 
CERNED THAT SECURITY CONSTRAINTS WOULD SEVERELY HINDER 
THEIR ABILITY TO CONDUCT LOT ACCEPTANCE FIRINGS AT NAMFI 
OR OTHER EUROPEAN RANGES AND LIMIT THEIR CHOICE OF RANGES 
FOR SUCH FIRINGS TO WHITE SANDS MISSILE RANGE (WSMR) ONLY. 

IT IS RECOGNIZED THAT SECURITY MATTERS ARE COVERED BY 
EXISTING AGREEMENTS. IT HAS NOT BEEN AND IS NOT THE IN 
TENT OF THE US GOVERNMENT TO IMPOSE CONSTRAINTS ON FIRINGS 
OF IH MISSILES BY ALLIED NATIONS AT THEIR RANGES WHICH 

ARE INCONSISTENT WITH THESE AGREEMENTS. IT IS CONSIDERED 
IN THE BEST INTERESTS OF ALL COUNTRIES CONCERNED TO IDEN- 
TIFY MEASURES WHICH CAN BE EMPLOYED TO REDUCE OR MINIMIZE 
RISK OF COMPROMISE OF CRITICAL IH SYSTEMS PERFORMANCE 
DATA BY MISSILE FIRINGS AT TEST AND TRAINING RANGES. 

MEASURES WERE SELECTED FOR STUDY BY THE US GOVERNMENT 
AFTER CONSIDERING SYSTEM CHARACTERISTICS WHICH COULD HAVE 
BEEN REVEALED IN THE PAST OR MIGHT BE REVEALED IN PRESENT 
AND FUTURE TRAINING, TESTING, AND OPERATIONAL ACTIVITIES 
IN THE WORLDWIDE IH PROGRAM. 

D) IN THE US.A GENERAL REVIEW OF THIS RANGE SECURITY 
QUESTION HAS RESULTED IN INITIATION OF ACTION TO REVISE 
EXISTING SECURITY PLANS FOR IH TRAINING AND MISSILE 
FIRINGS AT US RANGES TO AVOID OR COUNTER THE TYPES OF 
MONITORING WHICH COULD BE EMPLOYED. THE PRECAUTIONS AND 

TECHNIQUES WHICH MIGHT BE EMPLOYED WILL VARY FROM RANGE 
TO RANGE, DEPENDING UPON LOCATION AND TOPOGRAPHY. HOWEVER 
THE COSTS AND DIFFICULTIES OF IMPLEMENTATION APPEAR TO BE 
GENERALLY OF THE SAME ORDER OF MAGNITUDE REGARDLESS OF 
LOCATION. 
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E) WITH REGARD TO THE PENDING NHPLO DECISION ON SELECTION 
OF A RANGE (OR RANGES) FOR CONDUCTING LOT ACCEPTANCE 
FIRINGS, COST DIFFERENCES FOR SPECIAL SECURITY MEASURES 
WHICH MIGHT BE SELECTED FOR IMPLEMENTATION APPEAR TO BE 
RELATIVELY MINOR COMPARED TO OTHER COSTS AND TECHNICAL 
CONSIDERATIONS. SHOULD THE NHPLO DECISION BE TO UTILIZE 
A EUROPEAN RANGE FOR LOT ACCEPTANCE FIRINGS, THE US 
GOVERNMENT IS PREPARING TO PROVIDE FURTHER INFORMATION AND 
ASSISTANCE WITH REGARD TO SECURITY IF DESIRED. 

4. SEVERAL MEASURES, AS INDICATED IN PARAGRAPH 3B, ABOVE; 
HAVE ALREADY BEEN IMPLEMENTED AT SOME RANGES, WHICH WE 
CONSIDER REDUCE RISK OF COMPROMISE. IF USEFUL TO YOU IN 
THE TECHNICAL COMMITTEE MEETING, YOU MAY STATE THAT THE 
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FOLLOWING ARE THE KIND OF MEASURES WE HAVE IN MIND; THE 
NUMEROUS SECURITY MEASURES WHICH ARE PRESENTLY IN EFFECT 
AT WSMR FOR IH FIRINGS INCLUDE VISUAL SURVEILLANCE BY 
PILOTS AND CLASSIFICATION MANAGEMENT REVIEW OF TEST DOCU- 
MENTATION. UNDER STUDY ALSO IS A SYSTEM TO PROTECT 
AGAINST COLLECTION OF TELEMETRY INFORMATION. CONSISTING OF 
ONE OR MORE MOBILE TELEMETRY VANS LOCATED BETWEEN THE 
SUSPECTED MONITORING LOCATION AND THE SOURCE TO BE PRO- 
TECTED. THESE VANS WOULD TRANSMIT A COVERING TELEMETRY 
SIGNAL. IT IS ESTIMATED THAT SEVERAL MONTHS WILL BE RE- 
QUIRED TO COMPLETE THIS STUDY, WHICH ALSO INCLUDES EXPAND- 
ING TO FREQUENCIES OTHER THAN THE TELEMETRY FREQUENCY. 
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